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For the past several years, assisted living facilities have operated under the prospect that they 
will be subject to the federal “red flags” rule, a set of regulations promulgated by the Federal 
Trade Commission in 2008 to aid in the detection of identity theft.  Businesses that are covered 
by the rule must establish and implement protocols to identify situations where their customer 
accounts might be used improperly by identity thieves, to detect specific instances where 
identity theft has occurred, to take proper steps to respond to and mitigate the consequences, 
and to update their identification, detection, and mitigation techniques on a regular basis.  This 
requirement is separate from, and in addition to, the obligation that all businesses, including 
assisted living facilities, have to protect their customer accounts from improper access and 
disclosure that might lead to identity theft.  Rather, it focuses on the obligation of a business to 
monitor its customer accounts for evidence of identity theft that already has occurred.  Assisted 
living facilities, among others, have wondered whether a rule designed primarily for the financial 
industry has much relevance to a business whose consumer accounts are unlikely to be used 
by identity thieves to obtain services improperly.  A bill signed by the President in December 
now has resolved the question, making it clear that the red flags rule does not apply to assisted 
living facilities. 
 
The problem resulted from language in the federal Fair and Accurate Credit Transactions Act of 
2003 (commonly known as the “FACT Act”) [15 U.S.C. §1681 et seq.].  The FACT Act applies 
by its own terms to “financial institutions” and “creditors.”  No one suggested that assisted living 
facilities were financial institutions.  However, the FTC defined “creditor” as including any entity 
that provides services for which it defers receiving payment until a date in the future [15 U.S.C. 
§§1681a(r)(5) & 1691a(e)].  This made the rule applicable to businesses that bill on a monthly 
basis for services provided during the preceding month.  Its effect was to sweep up a large 
number of enterprises, including assisted living facilities, which regularly bill for optional services 
at the end of the month in which they are rendered.  (There was never any problem with 
standard monthly fees, which invariably are billed at the beginning of the month.)  As a result, it 
appeared that assisted living facilities would have to establish protocols for detecting and 
responding to situations where it appears that a resident account has been compromised and 
the resident’s identity stolen. 
 
Since the red flags rule was promulgated in 2008, various businesses and trade organizations 
have argued that their members are not creditors simply by virtue of deferring payment for 
services until the end of the month.  This included lawyers, physicians, and accountants, all of 
whom brought suit to have themselves excluded from the operation of the red flags rule.  In 
response, the FTC deferred application of the rule several times, most recently until January 1, 
2011. 
 

 On December 18, 2010, the President signed the Red Flag Program Clarification Act of 2010, 
redefining the application of the red flags rule in a way that excludes, among others, assisted 
living facilities [S. 3987; 15 U.S.C. §1681m(e)(4)] .  The Act limits a “creditor” to, among other 
things, an entity that in the ordinary course of business advances funds based on the recipient’s 
obligation to make repayment or on the recipient’s pledge of specific property for that purpose 
[15 U.S.C. §1681m(e)(4)(A)(iii)].  It specifically excludes an entity that “advances funds on 
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behalf of a person for expenses incidental to a service provided” [15 U.S.C. §1681m(e)(4)(B)].  
This is a reference to businesses that bill at the end of a month for services rendered during that 
month.  Thus, assisted living facilities are now excluded from the definition of “creditor” and 
need not comply with the red flags rule. 
 
The Act does state that the FTC can extend the red flags rule to a business based on its 
“determination that such [business] offers or maintains accounts that are subject to a reasonably 
foreseeable risk of identity theft” [15 U.S.C. §1681m(e)(4)(C)].  This leaves open the possibility 
that the FTC will promulgate regulations in the future that apply the rule to entities not 
considered to be “creditors.”  It is highly unlikely, however, that the assisted living industry will 
be affected.  This is because it has been recognized that businesses that have personal 
connections with their customers or clients, that provide services in their homes, or that 
traditionally have not been the target of identity thieves are not subject to a reasonably 
foreseeable risk of identity theft.  Assisted living facilities fall within all three categories. 
 
As a result, assisted living facilities were not required to adopt an identity theft protocol on 
January 1, 2011 and are unlikely to have to do so in the future.  A provider can choose 
voluntarily to address the detection and mitigation of identity theft as part of its information 
security protocols.  However, any such policies and procedures do not have to follow all of the 
requirements in the red flags rule, but rather can be tailored to the provider’s own special 
circumstances. 

 




